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Less Friction - Less Fraud

January 10, 2017

Robert deV. Frierson

Secretary

Board of Governors of the Federal Reserve System
20" Street and Constitution Avenue, NW
Washington, DC 20551

Legislative and Regulatory Activities Division
Office of the Comptroller of the Currency
400 7" Street, SW

Suite 3E-218, Mail Stop 9W-11

Washington, DC 20219

Robert E. Feldman

Executive Secretary

Federal Deposit Insurance Corporation
550 17" Street, NW

Washington, DC 20429

Dear Sirs:

Thank you for considering the below comments in connection with the proposed Enhanced Cyber Risk
Management Standards.

BioCatch is a cybersecurity company that delivers behavioral biometrics, analyzing human-device
interactions to protect users and data. BioCatch works with the retail, corporate and wealth
management departments of major banks around the world, primarily out of Europe and Latin America,
providing continuous authentication for more than 2 billion transactions per month. Each week, we save
our customers millions of dollars in fraud-related losses, and more importantly, we provide their clients
an assurance that their personal information and money are safe. The most interesting thing that we
see, is that our customers already employ multi-factor authentication, PINs, tokens, passwords,
challenge/responses, physical biometrics, device authentication, IP verification and other fraud
prevention solutions, yet they are still susceptible to intrusions. Time and time again, we are recognizing
fraud situations that these other methods are not detecting.

We support the approaches that are outlined in the Request for Comment and believe that all
stakeholders — banks, consumers and regulators — have a role to play in securing our financial systems
and protecting the integrity of our institutions. Our comments pertain to the sections that relate to our
core areas of expertise, namely fraud prevention and authentication in the context of internal and
external dependency management, as well as cyber resilience and situational awareness.

(17) The agencies request comment on the comprehensiveness and effectiveness of the
proposed standards for internal and external dependency management in achieving the
agencies' objective of increasing the resilience of covered entities, third party service
providers to covered entities, and the financial sector.
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